
 

Nicola Paone Senior IT Consultant ➤ IT Infrastructure Specialist ➤ Technical Leadership https://nicolapaone.com 

 

One Page Technical Skills Summary for Nicola Paone 
Linux/Unix 

 Debian (excellent), Ubuntu Server (excellent), CentOS (very good), Redhat enterprise (very good), Slackware (very good), Gentoo (good). 

 FreeBSD (good); pfSense/m0n0wall firewall (very good). 

Windows 

 Microsoft Windows server (very good). 

Cloud operating system 

 OpenStack (very good). 

 VMware vSphere (very good). 

Cloud Providers 

 Amazon Web Services AWS (very good); Rackspace Cloud (good); Microsoft Azure (very good). 

Computing languages 

 PHP (good), SQL (good), Linux: Bash (very good), Python (good), HTML & Javascript (good). 

Knowledge of the following virtualization environments 

 VMware ESXi (excellent); KVM (Kernel-based Virtual Machine) (very good); libvirt (excellent); Proxmox (excellent); OpenVZ (very good). 

Knowledge of the following firewall software / hardware 

 iptables + advanced routing (excellent), pf (good), Juniper SSG550M (good), Astaro Security Gateway (excellent), Fortinet fortigate (good). 

Knowledge of the following solutions, software/hardware to backup/restore 

 Bacula in iSCSI; Qnap TS-809U-RP Turbo NAS; EMC/Legato Networker. 

Knowledge of the following application/software 

 [Web Server] Apache (excellent), nginx (excellent); Microsoft IIS (very good). 

 [Application server] Oracle Glassfish (very good); JBoss (good), Phusion Passenger (very good); Tomcat (good). 

 [RDBMS] PostgreSQL enterprise (excellent), MariaDB Galera (excellent), Microsoft SQL Server 2008 (very good), Oracle 10g/11g [infrastructure side] 
(good). 

 [NoSQL] MongoDB (excellent), ElasticSearch cluster (very good) 

 [Proxy Server] Squid (excellent), Nginx (excellent), Varnish (excellent). 

 [Load-Balancer/failover] HAProxy (very good), Keepalived (very good), ucarp (very good), Pacemaker (good), Citrix Netscaler (excellent), F5 BIG-IP 
(good). 

 [Configuration management tools] Puppet (very good), Chef (good), SaltStack (good), Ansible (excellent). 

 [Infrastructure as a Code tools] HashiCorp Packer (very good), HashiCorp Terraform (very good), HashiCorp Consul (good) 

 [Container] Docker (very good), Rancher enterprise (very good) 

 [Distributed/Replicated Storage] Ceph (good), RedHat GlusterFS (very good). 

 [IdM/AM] Forgerock Identity and access management suite (very good) 

 [AMQP] RabbitMQ (very good). 

 [Monitoring/Logging] Nagios (excellent); OpsView Enterprise (excellent); Munin (excellent); Monit (excellent), Zabbix (Very good), ELK stack (very 
good). 

 [Cache] Memcached (excellent), Redis (very good). 

 [Mail Server] Courier, Dovecot, postfix (excellent), Qmail (good). 

 [File Server] Samba (excellent), nfs (excellent). 

 [Dns Server] Bind (excellent), PowerDns (very good). 

 [Ftp Server] Vsftpd :: Proftpd (excellent). 

 [Pbx/voip] Asterisk :: 3CX :: FreeSwitch (good). 

 [LDAP] OpenLDAP (good), Forgerock OpenDJ (very good). 

 [VPN] OpenVPN (excellent). 

 [Messaging] Jabber (XMPP), Openfire (XMPP). 

 [CMS] Wordpress (excellent); Alfresco Enterprise. 

 [Collaboration software] Atlassian enterprise collaboration Suite (very good). 

 [Project management software] OmniPlan for Mac (Very good); Atlassian JIRA with Agile plugin (very good); Edgewall Trac (very good); Redmine 
(good). 

Networks: 

 Experience in implementing and configuring wired and wireless network, also outdoor kilometres; 

 Installed and configured hardware devices connected to VoIP; 

 Installed and configured equipment hardware firewall / routing. 

 BGP knowledge/work experience. 

Other: 

 Very confident with HP/Dell/Fujitsu BladeSystem technology and deployment; 

 Confident with EMC SAN storage and NetApp tools; 

 Testing new technologies such as Serverless /etc. 


